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Microsoft Internet Explorer 9

— Windows Vista Service Pack 2

— Windows Vista x64 Edition Service Pack 2

— Windows Server 2008 for 32-bit Systems Service Pack 2

— Windows Server 2008 for x64-based Systems Service Pack 2
Microsoft Internet Explorer 10

- Windows Server 2012

Microsoft Internet Explorer 11

— Windows 7 for 32-bit Systems Service Pack 1

— Windows 7 for x64—based Systems Service Pack 1

— Windows Server 2008 R2 for x64-based Systems Service Pack 1
— Windows 8.1 for 32-bit Systems

— Windows 8.1 for x64—-based Systems

- Windows Server 2012 R2

- Windows RT 8.1

— Windows 10 for 32-bit Systems

— Windows 10 for x64-based Systems

— Windows 10 Version 1511 for 32—-bit Systems

— Windows 10 Version 1511 for x64-based Systems

VBScript 5.7

— Windows Vista Service Pack 2

— Windows Vista x64 Edition Service Pack 2

— Windows Server 2008 for x32-bit Systems Service Pack 2

— Windows Server 2008 for x64—-based Systems Service Pack 2

— Windows Server 2008 for Itanium—based Systems Service Pack 2
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- Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core A2 AL—JL)
- Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core 4> A+—)JL)

JScript 5.8 & VBScript 5.8

- Windows Server 2008 R2 for x64—based Systems Service Pack 1 (Server Core 4> Ak—)JL)
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takeown /f %windir%¥system32¥vbscript.dll

cacls %windir%¥system32¥vbscript.dll /E /P everyone:N

cacls %windir%¥system32¥jscript.dll /E /P everyone:N
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takeown /f %windir%¥syswow64¥vbscript.dll

cacls %windir%¥syswow64¥vbscript.dll /E /P everyone:N

cacls %windir%¥syswow64¥jscript.dll /E /P everyone:N




SoftBank Technology

[/N\—2 3 URERE A ]
LTDFIETUATLIZAAM—ILENTLVS JScript F=1d VBScript TP DIN—D3 2 ERTAHIENTE
F9,

1. IHYRTO—5—%BELFET,
2. Y%systemroot%¥system32 TALIR)IZFBEILET .
VBScript D&
[Vbscript.dilZH 7 vILT [FRNTAIEERL., RIZ [FMIZTEDUVILET .
T7AIIN—=auh 58 THRESIHE (fl: 5.8.9600.18525), VBScript 5.8 NV E 1 —42—IZAVAM—/LEN
TWEY,

LI20= System32 - olEd
h-L B ER v 0

o) = - T z. - 5 3 v ter 157 > =
© P L > PC » O-AL 742D (C:) » Windows » System32 ¢ sy 7 £ 3 vbscript. dI)TT) 54
BEICAD Lo Y4 Gl 2B [Josafll| )z, A
I 990K 2
s 59>0- VBICodec.ax T &
3 BERRUASA vbisurf.ax X 70l 48 E2)
W FAINT (v = vbscript.dil oy s63] JPLORE  Microsoft ® VBScript
vcamp110.dil BEOR(X) ¥ Jos T 77 B T3
i PC FERE(U) * Y04 22:5 ] x L o5 58 0600 18525
veampi20.08 = e, Microsoft ® VBScript
veamp140.dil TOISAPSHK(H)... 252315 TV -SaE 540 M/t-5=  5.8.9600.18525
& 79ho-9 vecorlib110.dil E3(N) > 16:0 7 136 P © Microsoft Corporation. All rights reserved.
vecorlib120.dil 16 23:5 PV —SAvHidR 49 94X 562K8
i 0RR(T) T e 2 = AN 2016/10/28 3:53
o140/ H-(C) eI o - =& B (B4)
veomp100.dil S 111:15 7% 3/ Hk3E 6 AOIPALE  vbseriptdil
veomp110.dil >3- My hOHF(S) ; . , e
veomp120.dil | ¥ zfg’;{! % 1
ST
veomp140.di | IEAEMORIE(H) fos 77V 535 20
veruntime140.dil__J0/AR) s 2315 7w
¥ vds.exe 2014/10/29 11:06 77V
vds_ps.dil ) 11:44 E
vdsbas.dll 3 11:34 i
vdsdyn.dil 11:34 &
7 vdsidrexe 5 11
vdsutil.di ) 11 35 B
< >
3,905 EMNER 1 @EOEESER 562 KB “[E oK Fr>tl

JScript DIHFE

Uscript.dl]ZH42)vHI LT [FTONTA1%EIRL., RIZ [FHIZTE0)vILET,

T7AILIN—23 00 5.8 THRESISE (5l 5.8.9600.18525), JScript 5.8 MO E1—R—IZAVA—ILENT
WEY,

LR~ System32 - oiEd

B s == ve

®© « D L » PC » DL 5427 (C:) » Windows » System32 v ¢ system3208F L2 < sscript.dllnT0 T+
- BEICAD [ & BEEE Bz 8 2R [ Nwsafll| iz
4920~ i i 76
3 /'?/“_" B JavaScriptCollectionAgent.dll T -
%, WFRUAER oy.cpl ) o
el [+~ jscriptan JPVDBE  Microsoft (R) JScript
jscripto.dil ENAY 06 TV~ 3R
™ pC jscriptodiag.dil EmU) 795 ]
s TOHSAISRK(H), i Microsoft ® J5cript
Jsproxy.di 54 R/~  5.8.9600.18525
LRSI R kanji_1.uce #3(N) Hirle © Microsoft Corporation. Al rights reserved
kanji_2.uce 9 #4X 798 KB
kbdllal ail HIDRR(T) mHEN 2016/10/28 3:37
5 at—(c) 4 =i B8 (B%)
kbd101a.dil 7 =07
kbdmlb‘d“ Sa- My hOFER(S) i TOIPANE  jscript.dil
: % HI(D)
4 kbd101c.dll i 7
- 5 LEOZR(M)
kbd103.dil ]
ORI 2 O — s
kbd106n.dil 3 8
KBDAL.DLL 7
KBDA2.DLL
KBDA3.DLL 7
KBDAL.DLL 8
KBDARME.DLL 715y J0/(F O A BT A
< >

3,905 ENER 1 EOEBEER 798 K8 B = oK Feoul



SoftBank Technology

[(BEHAF]
CVE-2016-0189

Internet Explorer 9 A5 11 HEDRZTHEASIN S Microsoft JScript KU VBScript TUUUIZEITREED
O—RFZERTSN DM

RAYBYTE X2 TEER:MS16-051

RA9AY Tk X2 TA1EH: MS16-053

New Kit, Same Player: Top 10 Vulnerabilities Used by Exploit Kits in 2016
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0189
http://jvndb.jvn.jp/ja/contents/2016/JVNDB-2016-002564.html
http://jvndb.jvn.jp/ja/contents/2016/JVNDB-2016-002564.html
https://technet.microsoft.com/ja-jp/library/security/ms16-051.aspx
https://technet.microsoft.com/ja-jp/library/security/ms16-053.aspx
https://www.recordedfuture.com/top-vulnerabilities-2016/
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