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— Windows Vista Service Pack 2
— Windows Vista x64 Edition Service Pack 2
— Windows 7 for 32-bit Systems Service Pack 1
— Windows 7 for x64—based Systems Service Pack 1
— Windows 8.1 for 32-bit Systems
— Windows 8.1 for x64—based Systems
— Windows RT 8.1
— Windows 10 for 32-bit Systems
— Windows 10 for x64—based Systems
— Windows 10 Version 1511 for 32-bit Systems
— Windows 10 Version 1511 for x64-based Systems
— Windows 10 Version 1607 for 32-bit Systems
— Windows 10 Version 1607 for x64—-based Systems
— Windows Server 2008 for 32—bit Systems Service Pack 2
- Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core 41> Ak—JL)
— Windows Server 2008 for x64—-based Systems Service Pack 2
- Windows Server 2008 for x64—based Systems Service Pack 2 (Server Core 4> Ak—)L)
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— Windows Server 2008 for Itanium—based Systems Service Pack 2

— Windows Server 2008 R2 for x64-based Systems Service Pack 1

- Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core 4> Xk—JL)
— Windows Server 2008 R2 for Itanium—based Systems Service Pack 1

— Windows Server 2012

- Windows Server 2012 (Server Core 4> X+—JL)

— Windows Server 2012 R2

- Windows Server 2012 R2 (Server Core A2 RAk—)L)

— Windows Server 2016 for x64-based Systems

- Windows Server 2016 for x64-based Systems (Server Core A2 Ak—JL)
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How to enable and disable SMBv1, SMBv2, and SMBv3 in Windows and Windows Server

® [Windows Vista, Windows 7. Windows Server 2008 £ &1 Windows Server 2008 R2 1ZE{TL T35 H
1. [Windows PowerShell’¢] #&EBEERTETL. U TOOYUFLYNEEITLET,
$Windows PowerShell 2.0 F1=[XZFNLUED/A—32 D PowerShell

Set-ItemProperty —Path “HKLM:¥SYSTEM¥CurrentControlSet¥Services¥LanmanServer¥Parameters”

SMB1 —-Type DWORD —Value 0 —Force
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® [Windows 8 H&U Windows Server 2012 12 ETLTL\SEE
1. [Windows PowerShell] ZEEEER TETL. UTDIATUFLYMEETLET,

Set—-SmbServerConfiguration —EnableSMB1Protocol $false


https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012
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— Protecting customers and evaluating risk

DoublePulsar Global Implants: On the rise?

— How to enable and disable SMBv1, SMBv2, and SMBv3 in Windows and Windows Server



https://technet.microsoft.com/ja-jp/library/security/ms17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/04/14/protecting-customers-and-evaluating-risk/
https://below0day.com/2017/04/23/doublepulsar-global-implants/
https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012
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https://info.softbanktech.jp/public/application/add/508
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