SoftBank Technology

YIRNVD - T /09— ke
RMesstEEsREL h— b

Linux A—RILDORESSEIZKY ., R FIENITA ST (CVE-2017-6074) ICEE T HEAELR—F

(#2£]
Linux A—RILIZ, S RTLIZAY AV ATRER— R A —F — R FEE1TZ S MET5 1 (CVE-2017-6074) DI E S
ENERINFEL,
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41.4.0-6Z-generic

9

CONFIGIP.DCCP # 7L avhFMITHESTLAMNE. A—RIL DAV T4TL—230 T7 AL KYHERTEET,
Ubuntu16.04 0 Kernel 4.4.0-62-generic Tl&, L FDIATUREEITTHLITLYHERMNAIRETT

grep /usr/src/linux—headers—4.4.0-62—generic/.config —e CONFIG_IP_.DCCP

(E17H0)

root@ubuntu:"# grep susr/srcslinux-headers-4.4.0-6Z-generic/.config —e CONFIG_IP_DCCP

CONFIGIP.DCCP A 7L avANEMHIGZGRICIXLUTAR AShET,

CONFIGIP.DCCP A 7L av AN EN LB RIZIXUTAH AShFET

CONFIG_IP_DCCP is not set
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- Linux kernel: CVE—2017-6074: DCCP double—free vulnerability (local root)
- CVE-2017-6074
— linux kernel IZ##EF & D e 5514( CVE-2017-6074 )
— Use—after—free in the IPv6 implementation of the DCCP protocol in the Linux kernel — CVE-2017-6074
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(#®EE2—47 Y bR T L)
Ubuntu 16.04 + Kernel 4.4.0-62—generic


http://seclists.org/oss-sec/2017/q1/471
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6074
https://oss.sios.com/security/kernel-security-vulnerability-20170223
https://access.redhat.com/security/vulnerabilities/2934281
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THRIE, 2—7 v X7 L (Ubuntu) DEIETY , ERTERENTVSED T, IS -a—FERTIHEIDH—
RIVERE IV, — 21— —%RT D FERARTEINTVET,
— A FRTEHFEATOSEDE, TSN a—FEETLERORET, EEEIL—H—(root) D ID 1FHAR
TENTWET ThIZKY 3= I AT LATHERFERZTICEICHUIILIEZCENTNVET,

S uname —an

Linux ubuntu 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 xB86_64 xB6_64 GNU-L
inux

5 uname -r

41.4.0-6Z2—generic

5 grep susrssrce/linux-headers-4.4.0-62-generic/.config -e CONFIG_IP_DCCP

CONFIG_IP_DCCP=m

# CONFIG_IP_DCCP_CCIDZ_DEBUG is not set

# CONFIG_IP_DCCP_CCID3 is not set

# CONFIG_IP_DCCP_DEBUG is not set

id=1001(test) groups=1001(test)

namespace sandbox setup successfully
disabling SMEF & SHAFP
scheduling Oxffffffff81064550(0x406e0)
waiting for the timer to execute
done
SMEP & 3MAP should be off nou
getting root
executing 0x402043
done
.1 should be root nou
[.]1 checking if we got root
[+]1 got r0Ot ~_"
[1] don"t kill the exploit binary, the kernel will crash
rootRubuntu: shomestest#t whoami
root
root@ubuntu: shone-testh id
uid=0(root) gid=0(root) groups=0(root)
rootPubuntu : shometesti
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