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- PRESRTLX
- Adobe Flash Player TRXOMy TS84 L 16.0.0.305 kK& (Windows/Macintosh)
— Adobe Flash Player ###EHAR—KJ1J—X 13.0.0.269 kK& (Windows/Macintosh)
~ Adobe Flash Player 11.2.202.442 Ki# (Linux)
— Adobe Flash Player 16.0.0.305 k& (Windows/Macintosh/Linux KR0) Chrome)
— Adobe Flash Player 16.0.0.305 k& (Internet Explorer 10/11)

=Google Chrome

— Google Chrome 40.0.2214.115 K& (Windows/Macintosh/Linux)

*Microsoft Internet Explorer
- Microsoft Internet Explorer 10 (Windows 8/Windows Server 2012/Windows RT)
- Microsoft Internet Explorer 11 (Windows 8.1/Windows Server 2012 R2/Windows RT 8.1)
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- Flash Player QIKRESE
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*Google Chrome M5 A (X, Flash Player DIEREMN T SO H (A SN TS =8, Chrome BIAD T YT T—rE1T
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- Google Chrome ZE#H9 5%

*Windows 8. Windows Server 2012, Windows RT. Windows 8.1, Windows Server 2012 R2 & U Windows RT 8.1 L
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- CVE-2015-0318
- Adobe tF¥a!)T11ER:APSB15-04
- JVNDB-2015-001330 — JVN iPedia - R 5514 Xt R 1EHR T —2 X —X: JVNDB-2015-001330



https://helpx.adobe.com/jp/flash-player/kb/235703.html
https://get.adobe.com/flashplayer/?loc=jp
https://support.google.com/chrome/answer/95414?hl=ja
https://technet.microsoft.com/ja-jp/library/security/2755801
https://helpx.adobe.com/jp/security/products/flash-player/apsb15-05.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0318
https://helpx.adobe.com/jp/security/products/flash-player/apsb15-04.html
http://jvndb.jvn.jp/ja/contents/2015/JVNDB-2015-001330.html
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[ NON ] 2, diag@ubuntu: ~ (nc)

BaseMBA:~ pentest$ uname -a

Darwin BaseMBA.local 14.1.@ Darwin Kernel Version 14.1.0: Thu Feb 26 19:26:47 PST 2015;
root :xnu-2782.10.73~1/RELEASE_X86_64 x86_64

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\diag\Desktop>
C:\Users\diag\Desktop>hostname
hostname

Win7-CL

C:\Users\diag\Desktop>whoami
whoami
win7-cl\diag

C:\Users\diag\Desktop>ipconfig
ipconfig

Windows IP #5%
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E#ESED DNS 4209y &2 2R , . .
UvonO=HhHJ) IPv6 PEL X

g7y bk RRY
F2AILb F=boxoa

YINRYY - 50 /09— hREH 03-6892-3154

T160-0022 RREMBEXHME 6 TH 27 Bt 305
WMEA— AT A RRTTF 17 sbt-ipsol@tech.softbank.co.jp

S8 - SE8 10:00~17:00 0):d80  https://www.softbanktech.jp/



